29.01.2023, 10:37 MHdopmaumoHHas 6e3onacHoCTb

NHdbopmaLumMoHHasa namdaTka ang pogurenen

OnpepeneHvie TepMuHa "MHMOPMaUMOHHas 6e3onacHocTb aeten" copepxuntca B eaepanbHoM 3akoHe N 436-03
"O 3awmTe geTen ot MHbOPMaLUK, NPUYNHAIOLLEN Bpea VX 340POBbIO M Pa3BUTUIO", perynmpyrowmMm
OTHOLLEHUS, CBSI3aHHbIE C 3alUMTOW AeTel OT MHhopMaLmm, NPUYMHSIIOLWEN BPes UX 340POBbIO U (Mnn)
pasBuTUo. CornacHo AaHHOMY 3aKOHY "MHGOpMaLMOoHHas 6e30nacHOCTb AeTel" - 3TO COCTOsIHME
3aLUMLLEHHOCTM, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3aHHbIN C MPUYMHEHMEM MHDOPMaLMeN Bpeaa UX 340pOBbio
n (Mnn) pusnyeckomy, NCUXMYecKomy, OyXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 nHbopMaumen, NpUUMHAIOLLLEN Bpea 340POBbio U (MNn) pa3BUTULO
AETeN, SBnseTcs:

1. nHdopMaums, 3anpeLieHHas AN pacnpocTpaHeHUst cpeamn AeTen;

2. HdOpMaUMsi, pacnpoCTPaHeEHNe KOTOPOM OrpaHUYeHO Cpean AeTeln onpeaeneHHbIX BO3PacTHbIX
KaTeropum.

3. K nHdopMaumu, 3anpeLleHHon aAns pacnpocTpaHeHUs Cpean AETEN, OTHOCUTCS:

4. vHdopMaumsi, Nobyxxaatolas AeTen K COBEPLUEHMIO AENCTBUIN, NPEACTaBASOWMX YIPO3Y UX XKU3HU U
(vnn) 300pOBbIO, B T.Y. MPUYUHEHWIO BpeAa CBOEMY 3[40POBbI0, CAMOYOUINCTBY;

5. cNnocobHOCTL BbI3BaTb Y AETEN XKenaHne ynoTpebuTb HapkoTUYEeCKNe CpeacTBa, NCUXOTPOnHbIe U (Mnn)
oypMaHuBatoLme BelecTBa, TabayHble N34enus, ankorosbHY Y CNMPTOCOAEPXKALLYIO MPOAYKUMIO, MUBO
M HANUTKW, U3roTaBIMBaeMble Ha €ro OCHOBE; NPUHSATL Y4YacTMe B a3apTHbIX Urpax, 3aHNMMaTbCs
NpOCTUTYLMEN, BPOASKHNYECTBOM UM MOMPOLLANHNYECTBOM;

6. 060CHOBbIBaOLLAs MM OMNpaBAbIBatoLWwast A0NyCTUMOCTb HAacUNns 1 (Mn) XXeCTOKOCTM Nnbo
nobyxxaaroLas oCyLecTBASTb HACUTLCTBEHHbIE AEACTBUS MO OTHOLIEHMIO K NIIOASIM U XKUBOTHbIM;

7. oTp1uatoLLlas ceMeiHble LEHHOCTU 1 (OopMUPYIOLLAs HEyBaXXEHUE K poauTeNnaM u (Unu) ApyruM YneHam
cemMbm;

8. onpasapiBatoLlas NPOTMBOMNPABHOE NOBEAEHNE;

9. cogepallas HeLeH3ypHyto 6paHb;

10. conepxkaliasa nHdopMaLmio NopHorpamMyeckoro xapakrepa.

K MHopMaLmK, pacnpocTpaHeHne KOTOPOW OrpaHMYeHo cpeau AeTei onpeaeneHHoro Bo3pacra, OTHOCUTCA:

1. nHdopmaums, npeactaBnsemMast B BUAE N3006paXKeHMs UK OMMCAHUS XXECTOKOCTK, hmaundeckoro u (nm)
MCUXMYECKOr0 Hacuusl, MPECTYMNIEHNS UM MHOTO aHTUOBLLECTBEHHOMO AENCTBUS;

2. Bbi3blBalOLas y AETEN CTpax, yXKac Uiy NaHuKy, B T.4. MpeACTaB/sieMas B BUAE M306paXkeHUst nam
OMUCaHUS B YHWXKAIOLLEN YeloBeYeCKoe AOCTOMHCTBO (POpMe HEHACUIbCTBEHHOW CMepTy, 3aboneBaHus,
CaMOybuICTBa, HECYACTHOrO C/lyyasi, aBapum Uimn katactpodbl 1 (Mnn) Ux NOCNeacTsuin;

3. NpeacTaBfsieMas B BUAE M306paXKeHMs1 UM OMUCAHUS MOSIOBLIX OTHOLLEHMI MEXAY MY>XXUMHOM U
YXEHLLMHON;

4. copepx<allan 6paHHble CNOBa U BbIPAXXEHUS, HE OTHOCSILLMECS K HELLEH3YPHON BpaHu.

C yuyeToM 3T0ro Bam npeanaratotcs npasuna paboTsl B ceTv MHTEPHET AN pa3nnyHbIX BO3PacTHbIX KaTeropui,
cobntoaeHne KoTopbixX MO3BOMUT 06ecneUunTb MHOPMaLIMOHHYH0 6€30MacHOCTb BalMX AETEN.
O6Lwwue NpaBuna ans poauTenen

1. HesaBMcuMO OT Bo3pacTa pebeHka 1Cronb3yiTe NporpaMMHoe obecrneyeHne, noMoratllee hunbTpoBaTh
¥ KOHTPONMPOBaTb MHGOPMaLMIO, HO HE NoNaranmTech NOIHOCTLIO Ha Hero. Balle BHUMaHWeE K pebeHKy -
rMaBHbIA METOA 3aLUMTHI.
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2. Ecnn Baw pebeHoK uMeeT akkayHT Ha O4HOM U3 coumanbHbix cepeucos (Livelournal, blogs.mail.ru,
vkontakte.ru v T.n.), BHUMATENbHO U3y4YMTe, KaKyto MH(OPMALMIO MOMELLAIOT ero Y4aCTHUKN B CBOMX
npodunax u 6norax, Bkaoyas dotorpadum n Buaeo.

3. MpoBepbTe, C KaKUMK APYrMMU CaiTaMu CBsi3aH CoLMalbHbIi cepBuc Bawero pebeHka. CTpaHnykm
Bawwero pebeHka mMoryT 6biTb 6€30MacHbIMM, HO MOTYT M COAEPXaTb CCbINIKM HA HeXenaTesbHble 1
onacHble canTbl (HanpuMep, NOPHOCAWT, UM CalT, Ha KOTOPOM APYr YNOMMHAET HOMEP COTOBOIo
TenedoHa Baluero pebeHka nnun Baw goMallHUA aapec)

4. NMoowwpsiiTe Bawmx geten coobuwatb 060 BCEM CTPaHHOM WNN OTTaNIKMBAIOLLEM U HE CIIULLKOM OCTPO
pearvpyiTe, Koraa OHV 3T0 AenatT (M3-3a ornaceHus NoTepsiTb AOCTYN K VIHTEpHETY AeTU He roBOpSIT
poauTensM o npobnemax, a Takxxe MOryT HayaTb MCNONb30BaTb VIHTEPHET BHE AOMa W LUKONbI).

5. ByabTe B Kypce ceTeBoM Xn3Hu Balwero pebeHka. MIHTepecynTecb, KTO X Apy3bst B IHTEPHET Tak Xe, Kak
NHTepecyeTechb peanbHbIMU APY3bsiMU.

BospacT o1 7 fo 8 net

B MHTepHeTe pebeHOK CTapaeTcst NOCETUTL TE€ WAN MHbIE CalThbl, @ BO3MOXHO M YaTbl, pa3peLleHre Ha
noceLieHne KOTOpbIX OH He Moslyumn 6bl OT poauTenei. MoaToMy poautensim ocobeHHO nonesHbl ByayT Te
OTYETHI, KOTOpble NPefOCTaBASTCS NPOrpaMMaMmn No OrpaHUYEeHnIo NCNOSIb30BaHNA MHTEpHeTa, T.€.
PoaMTENbCKMIN KOHTPOb MK TO, YTO Bbl CMOXETE YBUAETL BO BPEMEHHbBIX (painax. B pesynbraTte, y pebeHka He
6y[eT OLLYLLEHNS, YTO 3@ HAM BeAETCs NOCTOSIHHBIN KOHTPOJb, OAHAKO, poanTenu ByayT no-npexHeMy 3HaTb,
Kakue canTbl nocewlaeT ux pebeHok. [leTn B AaHHOM Bo3pacTe 06/1aAatoT CUITbHBIM YyBCTBOM CEMbMW, OHU
[OBEPYMBBI U HE COMHEBAIOTCS B aBTOopuTeTax. OHM M06AT UrpaTthb B CETEBbIE UrPbl M NyTELeCTBOBaTb MO
MHTEepHETY, NCMoNb3yst SNEKTPOHHYIO MOYTY, 3aX0AMTb Ha CalTbl U YaTbl, HE PEKOMEHAOBAHHbLIE POAUTENSIMU.
CoBeTbl Mo 6e3onacHocTv B ceTn VIHTepHeT anst aeten 7 - 8 net

1. Co3panTe CNMCOK AOMALLUHUX NpaBun nocelleHnst HTepHeTa nNpu yyactum geten u TpebyiTe ero
BbINOMHEHWS.

2. TpebyiiTe oT Balero pebeHka cobntoaeH s BpEMEHHBIX HOPM HAaX0XAEHMSI 3@ KOMMbIOTEPOM. [NokaxuTe
pebeHky, 4To Bbl HabnoaaeTe 3a HAM He NOTOMY YTO BaM 3TO X04eTcs, a NoToMy YTO Bbl 6ecnokonTech 0
ero 6e30MacHOCTM 1 BCeraa rotoBbl EMY NMOMOYb.

3. KoMnbtoTep ¢ NoAKIYEHNEM K MHTEPHETY A0/MKEH HAaX0AMTLCS B 06LLIE KOMHaTe NoA NPUCMOTPOM
poauTenen.

4. Wcnonb3yWTe cneumanbHble AETCKME NMOUCKOBbLIE MALLMHDI.

5. Ucnonb3yiTe cpeactBa 6110KMPOBaHUSI HEXENATENbHOrO KOHTEHTA Kak AOMOMHEHUE K CTaHAAPTHOMY
PoantenbLckoMy KOHTPONIO.

6. Co3aanTe ceMeiHbIN 3NEKTPOHHBIN SLWMK, YTOBbI HE MO3BOSIMTL AETSAM UMETb COBCTBEHHbIE aApeca.

7. BnokvpyiTe AocTyn K caritam ¢ 6ecniaTHbIMM NOYTOBLIMM SILLIMKAMM C MOMOLLbIO COOTBETCTBYHOLLEMO
nporpamMMHoro obecrneveHms.

8. MpuyunTe aeTen coBeToBaTbCs C BamMn nepea onybnmkoBaHWeM Kakon-nnbo nHgopmaumm cpeactsamm
3N1EKTPOHHOM MOYThI, YaTOB, PErUCTPALMOHHbLIX (DOPM M npodunen.

9. HayuuTe getein He 3arpyxatb aiinbl, MporpamMMbl UK My3biky 6€3 Ballero cornacus.

10. He paspeluaiTe AeTSIM UCMOb30BaTb CYX6bl MTHOBEHHOrO 06MeHa COOB6LLEHMSIMU.

11. B "6enbln" CNCOK CalTOB, pa3peLLeHHbIX A4J18 MOCELLEHNS, BHOCUTE TOMbKO CalTbl C XOpOoLUEen
penyTauunen.

12. He 3abbiBaiiTe becenoBaTthb € AeTbMU 06 UX APY3bsX B HTEPHETE, Kak ecnv 6bl peyb Wwna o Apy3bsiX B
peanbHOW XU3HM.

13. He penaiite "Taby" 13 BONPOCOB NOMOBOM XM3HM, TaK Kak B IHTEpHETE AETM MOTYT NIerko HaTKHYTbCS Ha
nopHorpacdumio unn canTbl "ans B3pocbIx".

https://g11vbg.lenschool.ru/info-more/info-security 2/4



29.01.2023, 10:37 MHdopmaumoHHas 6e3onacHoCTb

14. NMpuyunTe Bawero pebeHka coobiatb BaM 0 NOObIX Yrpo3ax uam TpeBorax, CBA3aHHbIX C IHTEpHETOM.
OcTaBalTecb CMOKOMHBIMW U HAMOMHUTE AETSAM, YTO OHM B 6€30MacHOCTM, eCiM CaMu pacckasanun BaM O
CBOMX TpeBorax. [oxBanuTe Ux 1 NMOCOBETYWTE NOAOUTM eLLe pa3 B NOAOOHbLIX Clydasx.

Bospact geten ot 9 go 12 net

B naHHOM BO3pacTe AeTH, Kak NPaBWo, YXKe Hac/bllaHbl O TOM, Kakasl MHopMaLus CylecTByeT B MIHTepHeTe.
CoBepLUeHHO HOPMasIbHO, YTO OHM XOTST 3TO YBUAETb, NPOYECTb, YCbIWaTb. [Py 3TOM HYXKHO MOMHUTb, YTO
JOCTYN K HeXenaTtesnbHbIM MaTepuanaM MOXHO fierko 3abnokmpoBaTh Npy NOMOLLM CPeacTB PoanTenbckoro
KOHTPOJISI.

CoBeTbl No 6e3onacHocTy Ansa aeten ot 9 ao 12 ner

1. Co3paliTe CNMCOK AOMaLLHMX NpaBua nocelleHns HTEpPHET Npu y4acTumn AeTeln u TpebyiTe ero
BbINOMHEHWS.
2. TpebyiiTe oT Bawero pebeHka cobntoaeHNsI HOPM HAaXOXAEHUS 3@ KOMMbIOTEPOM.
3. Habniogavite 3a pebeHkoM npu paboTe 3a KOMMbIOTEPOM, NOKAXWUTE eMy, 4To Bbl 6ecnokonTech 0 ero
6e30MacHOCTM 1 BCerga rotoBbl OKa3aTb €My MOMOLLb.
4. KomnbtoTep ¢ noaktoyeHneM B IHTEpHET A0MKEH HaXoaUTbCS B OBLLEN KOMHATE Noa NpucMOTPOM
poauTenen.
5. Ucnonb3yiTe cpeactBa 6110KMPOBaHUSI HEXENATENIbHOro KOHTEHTA Kak AOMOMHEHUE K CTaHAAPTHOMY
PoanTtenbckoMy KOHTPOSIO.
6. He 3abbiBaiiTe NpMHMMaTh HEMOCPEACTBEHHOE YYACTUE B XU3HWN pebeHka, 6eceioBaTh C AETbMMU 06 MX
Apy3bsx B MIHTepHeTe.
7. HactamBainTe, 4Tobbl AETU HMKOTAA HE COrMaLannCh Ha IMYHbIE BCTPEUM C Apy3bsaMu No VIHTepHeTy.
8. MNo3BonsiTe AETSAM 3aX0AUTb TOSIbKO Ha CanTbl U3 "6enoro” cnmcka, KOTopbIi CO3AanTe BMECTE C HUMMW.
9. MNpuyunTe AeTer HUKOrAa He BblAaBaTb JIMYHYIO MH(OPMALMIO CPeACTBaMM 3NEKTPOHHON NOYTbI, YaToB,
CUCTEM MIHOBEHHOrO 06MeHa COOBLLEHNAMU, PEFUCTPALIMOHHBIX (DOPM, TMYHBIX Npodure 1 Npu
perncTpaumm Ha KOHKypchbl B IHTepHeTe.
10. MpuyumnTe peTel He 3arpyxaTb NporpaMmbl 6e3 Bawero paspeluenns. O6bSCHUTE UM, YTO OHU MOTyT
CNyYalrHO 3arpy3uTb BUPYCbl UIN APYroe HexenaTeslbHoe NporpaMMHoe obecneyeHme.
11. Co3paiiTe BaweMy pebeHKy orpaHUYEHHYIO YYETHYIO 3anuchb Ans paboTbl Ha KOMMbIOTEPE.
12. MpuyumnTe Bawero pebeHka coobiatb BaM 0 N0ObIX Yrpo3ax unm TpeBorax, CBA3aHHbIX C IHTEpHETOM.
HanomHuTe aetsaM, 4to oHM B 6€30nacHOCTM, eCnv CaMmn pacckasann BaM O CBOMX TPEBOrax 1 onaceHusx.
13. PacckaxuTte aeTsMm o nopHorpadum B HTEpHeTe.
14. HactamBaiite Ha TOM, 4YTO6bl AETV NPeaOCTaBASN BaM AOCTYMN K CBOEN 3M1EKTPOHHOM NoyTe, YTobbI Bbl
y6eannuncb, 4To OHM He 06LaloTCa C HE3HaKOMLLAMMU.
15. O6bsicHUTE AeTaM, YTO Henb3s UCNOMb30BaTb CETb ANS XY/IMraHCTBA, PAacnpoCTpaHeHUst CNETEH NN
yrpos.

Bospact aetert ot 13 no 17 net

B 3TOM BO3pacTe NoapoCTKM aKTUBHO MCMOSIb3YHOT NMOMCKOBbLIE MALLMHBI, MOMb3YOTCS 3/IEKTPOHHOW MOYTOM,
cnyx6amMm MrHoBeHHOro obmMeHa coobLUeHMsIMI, CKAYMBAIOT MY3biKy U GUIbMbl. Manbynkam B 3TOM BO3pacTe
6onblue No HpaBy CMeTaTb BCE OrPaHUYEHNs!, OHU XaXKayT rpyboro toMopa, azapTHbIX Urp, KApTUHOK "ans
B3poc/bixX". [1eBOYKM NpeanovmTatoT obwaTbCs B YaTax, Mpu 3TOM OHM ropasao 6onee 4yBCTBUTENbHBI K
CeKCyanbHbIM AOMOraTeNnbCTBaM B IHTepHeTe.

3ayacTyto B JaHHOM BO3pacTe poAUTENSIM YXKe BECbMA CIIOXHO KOHTPOSIMPOBaTb CBOMX AETEN, TaK Kak 06
MHTepHeTe OHM yXXe 3HAKT 3HauUMTeNIbHO 6oMblue CBOUX poauTenei. TeM He MeHee, He OTMyCKaWTe aeTeln B
"cBoboaHoe nnaBaHue" no NHTepHeTy. CTapanTecb akTMBHO y4acTBOBaTb B 0bLleHUN pebeHka B MHTepHeTe.
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BakHO Mo-npexHeMy CTporo cobnoaaTb npaBua MHTepHET-6€30MacHOCTM - COrnalleHne Mexxay poauTensiMu 1

aetbMu. Kpome Toro, Heo6X0ANMO KaK MOXHO Yalle npocMaTpuBaTb OTYETbI O AEATENIbHOCTU [eTen B

NHTepHeTe. CneayeT 06paTUTb BHUMAHUE Ha HEOBXOIMMOCTb COZIEPXXAHUA POAMTENLCKUX Naponei (napone

a[IMVHUCTPATOPOB) B CTPOroM CEeKpeTe 1 06paTUTb BHUMAHUE Ha CTPOrOCTb 3TUX Naponen.
CoBeTbl No 6e30MacHOCTM B 3TOM Bo3pacTe oT 13 ao 17 net

10.

11.

12.

13.

14,

. Co3zpaiTe cnncok AoMalUHMX NpaBui nocellerns VIHTepHeTa npy y4acTum NoapOCTKOB U TpebyinTe

6e3yCnoBHOIo ero BbiNosiHeHMsl. O6roBopuTe C pebeHKOM CMMCOK 3anpeLleHHbIX caToB ("YepHbiit
cnuncok"), Yacbkl paboTbl B IHTEpHETE, pYKOBOACTBO MO 06LeHnio B HTepHeTe (B TOM 4McCe B YaTax).

. KomnbloTep ¢ noakntoyeHneM K cet HTEpHET AO/MKEH HaxoauTbCsl B 06LLeil KOMHaTe.
. He 3abbiBaitTe 6ecenoBath C A€TbMM 06 MX ApY3bsiX B IHTEPHETE, O TOM, YEM OHM 3aHSATbl TaKUM

obpa3oM, 6yaTo peyb MAET O Apy3bsX B peasnibHoM xum3HWU. CnpalumnBaiTe 0 Noasx, C KOTOPbIMU AeTH
06LaTCa NoCcpeacTBoM Cy>x6 MrHOBEHHOro obMeHa coobLleHmaMr, YTOObl y6eanTbCs, YTO 3TU NIIOAN UM
3HAKOMbl.

. |/|CI'IOJ'Ib3y17ITe cpeacrtea 6J'IOKVIpOBaHVIF| HEXENaTENIbHOro KOHTEHTA KakK AOMNOJIHEHNE K CTaHAAPTHOMY

PoauTenbckoMy KOHTPOJHO.

. Heobxoaumo 3HaTb, KaKUMN YaTaMU NOJIb3YHOTCA Bawwu getw. I'Ioou_lp;lﬁTe MCNoJ1ib30BaHNE MOAEPUPYEMDbIX

4aToB U HaCTaMBaﬁTe, yTOobblI AETK He obwanunce B NPUBATHOM peXnMe.

. HactaumBaiite Ha TOM, 4YTObbI AETM HMKOrAA HE BCTPEYAsIUCh IMYHO C APY3bsSMU U3 CETU UHTEPHET.
. MpnyunTe aetelt He BblAaBaTb CBO JIMYHYIO MHOPMALMIO CPEACTBAMM SNIEKTPOHHON MOYTbI, YaToB,

CUCTEM MIHOBEHHOI0 06MeHa COOBLLEHUSIMU, PErUCTPALIMOHHBIX (DOPM, TMYHBIX Npodunen 1 nNpu
permcTpaumm Ha KOHKYpChbl B IHTEpHeTe.

. MpuyunTe aetelt He 3arpyxaTtb NporpamMmbl 6e3 Bawero paspelueHusi. O6bSCHATE UM, YTO OHU MOTyT

CNy4YalHO 3arpy3unTb BUPYCbl UK APYroe HeXXenaTenbHoe NporpaMMHoe obecneyeHme.

. MpuyunTe Bawwero pebeHka coobliaTb BaM O NIt06bIX Yrpo3ax Wan TpeBOrax, CBA3aHHbIX C MHTEPHETOM.

HanoMHute getaMm, 4to oHM B 6€30nacHOCTU, eC/IM CaMm pacckasann BaM, O CBOMX Yrpo3ax Man TpeBorax.
MoxBanuTe X 1 MNOCOBETYIMTE NOAOWTU eLle pa3 B NOAOGHbIX Cyyasix.

PacckaxuTe getsam o nopHorpadum B UHTepHeTe. MoMormTe UM 3alumMTuThCs OT cnaMa. Hayuute
NOAPOCTKOB He BblAaBaTb B IHTEpHETe CBOEro peanbHOro 3f1eKTPOHHOIrO agpeca, He OTBeYyaTb Ha
HeXxenaTesbHble NMCbMa M UCMoJb30BaTh CreumarnbHble NOYTOBbIE DUNLTPLI.

MpuyunTe cebs 3HAKOMUTBLCS C caliTaMK, KOTOpbIe MOCELLAOT NMOAPOCTKMU.

Hayuute peten yBaxaTb APYrux B MHTEPHETE. Y6eanTech, YTO OHM 3HAKOT O TOM, YTO MpaBwUIa XOPOLLEro
noBeAeHWs1 AENCTBYIOT BE3Ae - AaXe B BUPTYaslbHOM MMpe.

Ob6bsicCHUTE AETAM, YTO HU B KOEM Cllyyae Henb3s UCNonb30BaTb CeTb ANS Xy/IMraHCTBA, PacnpoCTpaHeHUs
CNJIeTeH UW Yrpo3 ApYruMm SioAsM.

ObcyanTe € NoApPOCTKaMU NPOBEMbI CETEBbIX a3apTHbIX UrP U MX BO3MOXHBbIA pUCK. HanoMHWUTe, 4To AeTK
He MOryT urpaTb B 3TU Urpbl COMMACHO 3aKOHY.

MOCTOSAHHO KOHTPONUPYIMTE UCNOoNb30BaHue VIHTepHeTa BawnM pebeHkoM! 3To He HapyLIEHWE ero IMYHOro

NPOCTPAHCTBA, @ Mepa NPeA0CTOPOXKHOCTU U NPOosiBNEHVE Ballel poaUTENbCKON OTBETCTBEHHOCTM U 3a60Thl.
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